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Andrea D. Williams
Staff Counsel

No. of Copies rOO·d,_CB-(_
UstA BC 0 E



CTIA

--- ---_ ...._.__ ..__._----------

Building The Wireless Future,

Combating Wireless Fraud: Maintaining the Integrity
of Factory-Set Electronic Serial Numbers

Ex Parte Presentation
CC Docket ~o. 92-115

\lav 8. 1995



THE "E\tl'LATIO~" OF ELECTRONIC SERIAL
\fr\IBERS ~:~ CLONTNG

• The Electronic Serial Number (ESN) is a unique number assigned to
a cellular phone by the manufacturer, Section 22.919 of the FCC's
rules requires the ESN to be fixed and unchangeable, thus
establishing a unique fingerprint for each phone. The cellular
industry relies on ESNIMI~ (\tobile Identification ~umber) pairs to
validate its leeitimate customers.

• Cloning refers to a method by which the original, factory-set ESN of a
cellular phone has been altered, transferred, removed, or modified
tben reprogrammed into another cellular phone.

• Cloning fraud. the most prevalent type of cellular fraud, requires tbe
ability to obtain valid ESN/1\tlN pairs, erasing the existing ESN from
a cellular telephone and replacing it with a copied or cloned ESN.
Once stolen ESN/MIN pairs are entered into cellular phones, the
cloned telephone IS able to gain unlawful access to cellular service.

• Cloned telephones are used not only to obtain free cellular service,
but also to conduct criminal activitv such as narcotic and drug
trafficking.

• The type of ESN alteration/modification used and advocated by C
Two Plus Technology and its affiliates cannot be distinguished from
any other cloning of cellula r telephones.



THE FCC'S POLICY \:\[) Rl'LES GOVER:\[\G
THE\.LTERATJO\ OF THE ES\f

Since 1991. the Commission has clearly stated its policy and rules
governing the alteration or modification of the original. factory-set ESNs
in cellula r telephones.

"Phones with altered ESNs do not comply with the
Commission's rules and any individual or company
operating such phones or performing such alterations is in
violation of... the Commission'" rules." FCC Public Notice,
Report \10. CL-92-3. October ..~ 199r

"It is a violation of ... the Commission's Rules for an
individual or company to alter or copy the ESN of a cellular
telephone so that the telephone emulates the ESN of any
other cellular telephone. \foreover, it is a violation of the
Commission's Rules to operate a cellular telephone that
contains an altered or copied ESN.. " Letter ofClarification
from Jlr John Cimko, Chief, FCC's Mobile Services
Division, to l\1r. ,~ichael Altschul, dated January lS, 1993,
concerning modification ofESNs by the NAM Emulation
Programming Device manufactured and distributed by C Two
Plus Technology..

"Alteration of an ESN can interfere with a cellular carrier's
effort to bill and collect for the use of its facilities. There is
evidence suggesting that mobile phones with modified or
cloned ESNs are used in a majority of cases involving
cellular fraud....phones with altered ESNs do not comply
witb tbe Commission's rules..... " Letter ofClarijication from
Mr. John Cimko, Chief, FCC'., :'Wobile Services Division, to
the Honorable Jim Sasser, U.S. Senator, dated June 21,
1994, concerning a constituent's desire to have the same
telephone number for each of his cellular telephones.



··.-\ny individual or company that knowingly alters celluJar
telephones to cause them to transmit an ES:\ other than the
one originally installed by the manufacturer is aiding in the
violation oL.[the Commission 'sl rules. Thus, we advise all
cellular licensees and subscribers that the use of the C2+
altered cellular telephones constitutes a violation of the Act
and our rules," Part 22 Report and Order, 9 FCC Red 6513
(/994)



A FEDER.\L COURT HAS E:\fFORCED THE FCC'S NE\V
ES~ SECl'RITY RVLE

In Houston, Texas, the V.S. District Court has issued a permanent
injunction against a C Two Plus affiliate. [n its decision, the Court
determined that emulation of the electronic serial numbers of cellular
telephones by the defendant, an affiliate of C Two Plus Technology,
violates the Part 22 Report and Order, See Houston Cellular Telephone
Company v. John C Velson. et. al; Civil\ction H-95-617; (S.D. Tex
March 17; 1995)

While the FCC and the Court have clearly stated that emulation of
ESNs violates the FCC's rules, a recent press release of a C Two Plus
affiliate continues to ignore the ESN security rule by stating that the
FCC's Part 22 Report and Order is an advisory opinion and "is not
legally binding:' See Business Wire. Dow Jones and Company,
Charlotte, ~orth Carolina (April 6, 19(5).



THE CELLl"LAR LICE:\SEE'S RESPONSIBILITY FOR
\DDITIO'\A L \10BILE {,'\ITS

• Part 68 of the Commission's rules sets forth the customer-carrier
relationship for the connection of additional phones to wired service.
Under Pa rt 68. it is the customer. not the wireline carrier, that
assumes responsibility for the connection of additional phones on the
customer's premises.

• The FCC, however, has prescribed a very different customer-carrier
relationship for cellular service. The FCC holds the cellular licensee,
not the customer. responsible for effective operational control over all
mobile stations. i e., cellula r mobile units, that communicate with the
cellular licensee', base station. See 47 CFR Section 22.912.

• With cloned phones, it is impossible for the cellular licensee to comply
with this Rule

• The licensee does not control the alteration or
manipulation of the ESN.

• The licensee cannot track or bill the cloned phone.
• Cloned phones which are not controlled or authorized by

the carriers do not fall within the carrier's blanket
license. Therefore, such phones are unauthorized
transmitters and violates Section 301 of the
Communications Act.

• Because the licensee does not control the cloned phone,
the licensee also cannot ensure that the operation of a
cloned phone does not interfere with legitimate
customers' access to cellular service.

• Carriers are increasingly deploying anti-fraud features such as radio
fingerprinting and velocity checking to combat cellular fraud. With
the deployment of such features, a cloned phone can be detected and
removed from the system before the user accesses the system. Thus,
cloned phones customers will be denied access or removed from the
system. regardless of their intended use of the phone.



RESPONDING TO Cl'STO\IER DE\IAND \VHILE
PROTECTING AGAINST CELLI'LAR FRACD

• In response to consumers' desire to have two phones with the same
phone number. cellular carriers have begun deploying switch-based
technology which will "look for" or page several phones with the same
MIN.

• Unlike cloned phones. each phone has a distinct. factory-set ESN.

• Unlike cloned phones, the switch-based technology allows cellular
systems to authenticate or validate legitimate mobile units.



PETITIO~ERS SEEK RECO~SIDER-\TI01\ OF
SECTION 22.919

• In the Part 22 Report and Order, the FCC stated that Section 22.915.
which governs cellular specification compatibility, has been retained
and renumbered Section 22.933. See Part 22 Report and Order. 9
FCC Red at 6526. n. 108 (1994),

• While C Two Plus Technology refers to Section 22.915 in its reply to
TIAICTIA Joint Reply to Petitionsfor Reconsideration, it does so in the
context of cellular specification compatibility. not ESN security.

• Section 22.919 which governs ESN security, not the cellular
specification compatibility under the former Section 22.915. is at issue
on reconsideration of the Part 22 Report and Order.



CO~CI.I·SIO~

• The FCC and a Federal Court have clearly stated that the
"emulation" of ESNs violates the FCC's Rule governing ES~'

security.

• The type of alteration or modification of ESNs advocated and used by
C Two Plus Technology to provide "extension" service is pure and
simple cloning.

• To allow such cloning would not only violate the FCC's rules but also
undermine the FCC's policy and recent enforcement efforts to
combat cellular fraud.



APPENDIX A

l. Business Wire, Dow Jones and Company, Charlotte, North Carolina
(April 6. 199~).

2. Houston Cellular Telephone Company v. John C IVelson, et al, Civil
Action H-95-617, (S.D. Tex. \'larch 17, 1995).

3. Plaintiffs Original Complaint and Requestfor Temporary Restraining
Order, Preliminary Injunction and Permanent Injunction, Houston
Cellular Telephone Company v. John C. Nelson, et aL, Civil Action H
95-617. (S.D. Tex. filed March l. 1995).

4. In the Matter ofRevision ofPart 22 ofthe Commission's Rules
Governing the Public Mobile Services, CC Docket No. 92-115, Report
and Order. 9 FCC Rcd 6513. 6525-6526 (1994).

5. Letter ofClarification from Mr. John Cimko, Chief, FCC's Mobile
Services Division, to the Honorable Jim Sasser, U. S. Senator, dated
June 21, 1994, concerning a constituent's desire to have the same
telephone number for each of his cellular telephones.

6. Letter ofClarification from Mr. John Cimko, Chief, FCC's Mobile
Services Division, to Mr. Michael Altschul, dated January 15, 1993,
concerning modification of ESNs by the NAM Emulation
Programming Device manufactured and distributed by C Two Plus
Technology.

7. Lettu from Mr. Michael Altschul, Vice President and General Counsel
fo, CT1A, to Ms. Renee Licht, FCC's Acting General Counsel, dated
November 4, 1992, requesting FCC's written concurrence that
cellular phones containing ESNs modified by the NEPD do not
conform to Part 22 Rules.

B. FCC Public Notice, Report No. CL-92-3, October 2, 1991.
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:tfe'~(1 :;'\i Aftordable oCellularo Ex:ensions

=HA F' L •.~.--~
. tl e
: elee0 r-: r"'i L. r"' ' (~ar'~ S ,,: I.. Sl ~ 3 ,.: ~.". ~ e . .3; 2', :IS,: :'T 'J r' '~ ~ ~;'. "er: Ier, ce
for
~hose 'NhO use . ana con:rov~rS'\I "r' 'he -;avernmenL

The lliI10'/atlor 'S a o~ellular~o.XT9'''~ or r enables 'IOU to :'"lave -'NO or
more
::>ceilularo ;:hones or: O()e ine
of
Chariotte, an extension costs a one-tlme fee of $199. In comparison, ;)hone
companies charge $20 to $35 per r'"!onth for a separate phone line.

The extensron duplicates a relephone s electronrc serial numoer, The
results;
you can hook more than one phone to a single telephone number. Only one
phone
may be used at a time, however.

The service appeals to salespeople. doctors, lawyers, and other
professionals.
They buy it to stay in touch with the office while in or out of the car and

remain accessible to clients and staff Extensions give family members a way
to
contact each other easily and provide a sense of security at night .• ownef3
always have access to a phone.

What's the controver$Y? Phone companie$, of course, wish this service
would
disappear. The government has some questions, too, claiming the service
might
encourage fraud.

In September, the Federal Communications Commission issued an advisory
opinion
saying the use of altered ocellularo telephones violates the Communications
Act of
1994. Though the FCC's opinion is not legally binding, the commission is
considering new regulations that might change how ocellularo phones are
produced.

The ocellularo phone market is growing 40% annually in the U.S., according
to
industrY research. Some analysts estimate a. many as one-third of oceUularo
owners are interested in extension capabiltttes.

For more information on ocellularo extensions, call Gary Raflo, owner of
Affordable oCeilularo Extensions, at 704/358-1926.

CONTACT: Andrea Cooper Communications, Charlotte
Andr•• Cooper. 704/343-2543

11 :36 ET APR 06, '995
News Source: Business Wire
Industry: IICTS IlTlS
Subject: NIBW N/PDT
Market Sector: MIUTI
Geographic Region: R/NC R/NME R/US A/USS
Message 0469 from PR

OJJPrssR: Copyright 1996 Dow Jones and Company Inc.
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Plair.tlff

versus

JCHN C NasoN, Dolng Business as Both
Ceil Time Cellular and Action Cellular and §
DA.NNY HART. Doing Business as §
,'\ctian Cellular and 9
-\L:lON CEullt.-AR E.x-:-ENS1ON, L~c, ~

§
Defendants ~

crvu.. ACTION H·9S..617

PERMANENT INJUNCTION

Based on the stipulations and evid~nce, the eoun makes these findings:

John C ~ehon. Jr, who hilS done business as Ceil TUnc CeUutar &nd who I-' a
representative of Action Cellular ExtetUions. Inc., has engaged in the emulation of
the electronic serial numbersJfceUular tdephones since August 9, 1994

2 Danid K Hart. u a representatve of Action CeUulu' Extensions, IDe., has enaaied
In the emulation ofthe electronic serial ~ers ofcellular telephonet since December
15, 1994

3 Action Cellular Extensions, Inc., has engaged in the emulation o(the electronic serial
numbeN ofcelluJar telephones !ince December IS, 1994

4. On May 4, 1981, after nouce 11'\ the Federal Register, the Federal Communications
Commission iJsued the Inqwry urto the Use of the Bands 825-145 MHz and 810.890
MHz for Cell. Communications Systems, and Amendment to Parts 2 and 22 of the
Commission's Rules Relative to Cellular Communications Systems. (86 F.e.C. 2d
469 (1981). It adopted the technical specifications for cellular telephones that each
telephone have a unique electrol\Jc aerial number "This order was published in the:



Federal R~gter on ~ay 21, qg: i 46 Fo::! Reg. 27655) with corrections on kne :~,

19~] 146 Fed Reg 3~41n

5 0:1 September ~, 1994, after notl-::e J1 the FederaJ Register, the FCC i~ued the
Revisol1 of Part 22 ofth~ COmmJsslcn Rule' Govem.!'lg the Public Mobile SerYlces
19 FCC Red 6513 (: 994) P'js FCC :'rder was published in the Fedmii Reiister on
"l'O'l~mber ,- 9<)4 or; Fed Reg cq(02

6 Houston Cellular hu ~ffered irreparable damage as a consequence ofdefendanu'
emulatlon of the electroIUc ~a1 numbers of cellular telephones for which it is the
carrier~he defendants' actions have deprived Houston Cellular of monthly access
charge$ aIld other per umt charges I'S customers would owe for additional
connection!

7 Although tho dmlage I~ ~escribable Houston Cellular cannot reliably quantify it,
making the leg!l remedy inadequate

The acts of the defendiU'\15 a.re analogous to their havina installed unauthorized access
to a cable television ~work'"1us plfacy injures tbe utility and its 1.eIitirnate
customers

9 ~o unrepresented third-party nor any diffiJso public: interest is adversely affected by
the r~stl1Ctlons this injunctIon l:-npOses on Nel50n and Hart.

B Conclusions

The FCC orders were reautarly made, published in the Federal Register, and servtd
on defendants by publication 5 USC § 552(a)(1). S4~ abo, Fed C,."p Ins. \I

Mtmlf 332 US 380, J84-85 (19471

2. These orders adopted by the FCC constitute orders within the meaning of § 401 (b)
(47 US C § 401(b» of tile Communication Act 0(1934.

3 Emulation oC!he electronic serial numbers ofcettulat telephones by Nelson. Hart, and
Action Cellular Extensions, [nc.A:>lates the two FCC orden.

4 Section 401(b) of the Communication Act of 1934 expretsfy autborizes injunctive
relief for I party injured by diiObedience of an FCC order. Th' prerequisite of
trreparable injury need not be e.stablished where IUch injunctiv. relief is expressly
authorized ~ statute. United Statu \I. HaycJ Int'l Corp., 41S F.2d 1038, I04S (Sth
Cir. 1969); Gresham ... WindrushPartMrs, 130F.2d 1417,1423 (llthCir. 1914).
Although Houston Ce{lu!ar need only demonstrate that it has been injured to sati.fy
thil standard, ha'ving found that it WII in fact irreparably injured by def'endaltts' acts
and In an amount not susceptible to calculation. the court concludes that injunctive
relief is available It common I.ay,

2 •



C !n/Uncnon

Sued 0:1 these tin:::l1l8~ end conclu~lons, lo~ C "ie/son. J~ , D!nieJ K. Hart, .l.'1d Aet!ort
Cellular ExtellSlons, Inc., &re enjoined permanently from emulatiIlg electronic serial numbers
of ceUular teleohonec; for \J.rhich Houston Cetluia.r 't.''1e cam~

~h.Js restnctlor. binds them and all those whc T.ay knowingly act In concert mth them,
tnclud:ng employees, agents, wd COrlS\lmen.

SpecltkaDy, the defendants are enjoined from aJterir.g, ousfenina. emulating Of

manipu!atlrli eJectro:lic serial numbers of ceHuJar teJephoneJ tOr which Houston
Cellular 13 ti'l(: camer except In stnct:orr,pultlce with the FFC ordm

2 The defendants .shall produce immeC1Rr ely to Houston Cellular these documer.ts,
including cr.ose sel.zed by :he ! ,otited States Marshal and others in tbeir possesslon or
within their access

A AJI lists, fiJes. rei:oros, or oL,cr dormation contl.1nUl8 urnes,
addreiSts, or telephone numben of entities for whom they altered,
transf~d, emulated, or matUptliated the dectronic serial numbers of
cellular \elephones from Jatluary 1, 1990, to March 15.1995

B. AU advertisements. brochures, or other documents that advertised
services to the public for altering. transferrina. emula.ti"30 or
manipu1attni the electronic serial numbers of cellular tdephones.

C Documents irI their pos5ession that identify other t:'ltities which offer
services to altef. trsnsfc:r, emulate or manipulAte the electronic serial
numbers ofceU~lar telephone!

D Document5 evinClrg ;:s blJSlne~S :-dation or transactio:"l WIth
Technology. Inc

E, A COtnl'letc copy ofall data on any storlie medium" includina paper
based, fiJced-disk, and removable-disk dau (hard, removable, 11oppy,
optical and tape drives and RAM). Houston Cellular will reimburse
the defendants fur copyina co~s incurred in producing a hard copy.

3 With the exception ofHouston Cellular lIubscribers' service orden or ecntracu, the
defendants In! entitled to recain the orilinaJs of those documents. providina Howton
Cellular with photocopies, The defendazr.s may retain photocopies of the Houston
Cellular sub,cnbers' seMel: orders:JT contracts only for the: purp05c: of assisting in
re.-emulation The defendants ."..,11 iJrronder to HoulCon CeUular all photocopies It
the comptetlon cfthe re-emulation or upon written request oCHouston CeUulat.

J ..



4 Thi~ orc:~r does not requlre that '.he d:~enrlant! :roduce C2+ Techr.o!ogy, I;;c,
pro'Jrietarv information, eq,I,.Jpmen:. Gr acceesories in anv ronn.

5 Thi~ i!l Po 6nal Judgment. The coon retains JU '-'sdJetlon to enforce the J1junction and
:he settlement :=Tom which it U"o~e

Signed \{arch:l5 ~ ~95. at Houstcn. [exas

.S~Z ~~_
----, '-'-' , .~-~----

Lynn N Hughes
l'ruted States District Judge

4··
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l~ THE L:\TTED STAll~ Ul~TRICT (Ol'RT
FOR TtU: SOlTHER.' DISTRICT OF TEXAS

HOI STO~ DlvrSIO'

UO' "TO' C£LLl LAR
TEL£PHO~"E CO\fPA~iY

~ C A \0.
<
~

~
\. . §

~
lOH.'! C. NELSOS, individually llnd §
d/b/a both CELL TI\1li' CF:U,ULAR and &
ACTIO~ CELLLLA.R and DA../lIiNY §
H..\RT. indiTidually an'" rl/h/" hoth §
\CTION CELLl1...4.R and ACTION §
CELL l:LAR EXTESSION § DEMA~D FOR TRJAL BY ]t"RY

PLA1STIFF'S ORIGINAL COMPLUVT AND
REQCEST FOR TEMPOR 1 RV RF.STRAINING· ORDEN..

PRELIMINARY ISJl'NCTION \SD PERMASE!'T 1~.J(;NCT10~

COMES ':ow HOUSTON CELLi_'LAR TELEPHONE ("OMPA. NY ("Houston

UU'.l1a.r··), plainuff '1C:cm. '3eeking ) temponT'. ~lr.uruug order, prelimiMry IT'1jun....'"tlon J.nd

~tlna.uellt lU]\J.r:CtJon fn ~UPPOrT thereof YQuston Cellular \\ould ~n"dv ,hnwlT'!t0 the

wUll ~ fvlluws

I.
.I LjR1SOICTIOS A~D PARTIES

1 ThJs~ m5eS under the cxmstJtiolUon., laws or treaties of !he l'nitw States. 28

C.SC § 1331 ~uant to 47 US C ~ 4iJ l: bl :-iouston CeBular seeks to prohibit defendants

fron \'ldanng orders (collectively the "'5$1': C>rders"' of the Federal Communication CommiSSIon--
("FCC") now cod1fied in part at 47 C F R :: :;) i 9(a)

2. Houston (.-eUuJar is a Texas general partnership With Its pnnctpal place of busm~c;

at One Wesl Loop South. Suite 300, Houston. Texas nrJ27.

J . De[endanr John C .'elson IS an LDdl vidual resIding in Harris County and doing

bUstnesCi as both Ceu ~ime Cellular S20:! Svcamore Villas. KlDgwocd. Tex.as, 71345 and Acnon

Cellular at 9100 SoUthwC5L Free\\:ay SUIte 15(). Houston, Texas. Defendant John C. ~elson,

indi"idually and OOlng busmess CC:i Cell Time Cellu1ar. mav be served with process by serving



~ De:en<Ar.l Da:1I1v Han, U:Jl' JUdJh ..i.nddomg bu.slOC~ z:l.':j horn .\ctJ.QnCellwOl..:;llld

TeXAS i7U36 Un ntxmanon and x.ld Jo:m.. ~c.1ll Juilg bu~lnes.s as AcnOD CeLul1r tus an

E.\.ten.siol1. rna\- be ~i\ cd at 11..12 1U hJrum Wes: Dn \Ie Houston, Te~ n036

II.
VENUE

5. \':enue 's proper 10 th.Ls ilistr.et for two reasons. First, a substan'ial pan 01 the

events iJVlnit nse :0 Houston Cellular's claun ;Xl.;~d in this dIstrict 28 U.S.c. § 1391(a)(2).

Seconc... defendants are lndiVlduals or enrmes W1m Cl'n~1.S sufficient to deem them reslde!1[S of

chts JudiciaJ dlstnet 28'. S C § 1391;,:!

III.
SC%\1ARY OF ALLEGATIONS

6. PurSUJIlt t(, 47 LS.C .~ .mUb\ and Rule 65(b) ot the t-ederai Rules or Ci\ I

P-'ocedwe, Houston Cellular seeks a t.et::lPOrM\ restraining order. prehmluJI) lfiJUllCUOO ana,

ulomarely. a pennancnt In.lllnCtlOn tumng defendants from '" iolating the FCC's ESN C:'r<1ers

FJrtbermore. pursuant to 28 C S.C 22(I! (3.1 Houston Cellular seeks an order from the C(Jur1

de<..:lanng the nghts and obhgauons 0t" the (XUties.ipeCtficall) stating defendanl~ cannot alter,
- -- ....

transfer, emulate ,x manipulate the ES!", .J( ,::eI!ular telephones 10 \'101ation of the FCC~ ESN

Orders. Pursuant to Z8 L S.C 221'(' HoUStOn Cellular seeks recovery of lts reas0nabte and

necessary artomC\'S fees incurred. JV oroseC'l{lOO of this action.



I\.
F~CTl\L BACKGROl~D

8 ~fenJant<:, are en,;aged '1 t:lC \.",x:ess ,)f :titer1!2, marupulaung, Or e:nulaJng :..cl:c

Electroruc Senal "",~''>ers;)(l c~llJlar telephone, In qJlaton c{ the Fees ES;--; CrJ~rs

phor.e's 10-dlgJt teienhone r" .. r:1ber. ;~Ine purpose .)! the ES~ Lll a cellular telephone :s "Elll1ar '.0

the Vehlde IJentf\c.atloo \'umber n an lu·omobLle. Spectlically, n uruquely ldentlfies lhe

~uioment 1D 3SSLS' in rec')very J It I" 'tolen t...'1ore ::nportantly the ESN lS desIgned to Idenbfy

at. authOn1ed sL~rber ,Uld enable.:ellular hc.er.secs. lIke Houston Cellular. to authonz.e sysrem

usage and to properh bell for CJ.lb r.lade to and "rom a cellwar telephone.

to The aireranon of a cellular te'eohone's ESN allows a person to Slmulate the Sl b'nal

01 a dtffercnt (:e!tular ~.elephDne. Tlls proccs<; called emulatton, allows one cellular phone w

emulate. \X !nutate 1I1other cclJ1llar ..,hone. Ttu~ ailow'S a person to make a callan Ont! cellular

lelephone II.tule actUall'- -harglOg rbe call to anetherAitt:fatlon of an ESN faci1itares fraudulenr

a.:J.d unauthonzed <::eHlL.J.I calls An lJ.nWrtlQr17ed user ot a l.:ellular phone that has an altered E5~

can make numerous ioc:a1 and !Onll ctistancr caJc; and have the charges btlled to a totally

I!n~I';fX'Cting ,:e!lJ!ar customer A.lternativeh ESt\' alteration enables one cellular ohone r.D

C'm,,'~rt" another cellular ~bone bevond ~ne detee!:lOO abllines of cellular li~nsees. Thls enables a

,:"US!omt'r r,) 1I~ more than one telephone tor the same telephone number, rhereb) availing n10nthly

~~ess charg~ r~r"M hy Houston CelluJar ano ether cellular licensees. By altering an ESN. a

~~tome! ~ fraud'11enr!y aVOId pa:-10g the !T1oothJy access char$le for multiple cellular phones.

re€'l.11nns In a sJgrufic2nr los. r)f r~Vf'nu~ LO Houston Cellular

3



f(.1'lTl h;5 cduJa.r tc!ep~;re lnd pa\ )!L\ 'be ate . ~ar8ed b\ tht- 'jl.;rrmcr's ;:n-e-seioct.ed long

jl~u.rlce ::;:uncr t ..f<-,u;tcr '~elhJ;lr '.\1 '1){ ,.'b..u ge f){;tlr !:lme or. 'Out'll r~!l(; ~ltu'8.~crr of cln ESN

:tllow5 a cu.s{.omcr t. MV(' "'tluluple cel1ul.:lr "honeii c," ereJ by a srngle montt-Jy ft¥ ra~mcnt (or (he

lung distancc prcg:-am ·,::ru.lting In n <;'-,b'it;.n{'3i I :1SS i)f fe\ eu....e to Houstol1 C('~llT8r

12 As '1JO~ "Ully dcscnbcd t!' 'ne :lffid.a.\1{ of Robert Edwards. arracbE-c ;,fl(f

lDcorpordlt'J "-':I E\.tllbit '~.' defendant.'! John C !';c!son, Indlvidually:md JI...'1ng bu~ess as CeU

Ti~ Cellular dIlJ ,;1.", '~,.tlOll CelJulM have ~() :ngagcd in the unauthorized pr<1cl.il.'e of altering.

trdllSfemng, cmut.lur~ ,)l Ilh1Uq.mJaol18 the C.SN ,)f cellul.Ac telephones to emular.e other phooes

sub&;rib«1 ~o Houston Cellular S~diw.il~,n Of" aOOul ~ptembcr ~9. 1994, i()f' 3. $~~,OO fee,

John Nelson altered an ES:--; on a cellula! pi~)Ilt:: ~),uvided to hun to emulate II Houston Cellular

subscnbed phone. In December of 1994. Ruben :FJJw<U1.b tdumed to John Nel~n and re:cclvcd a

quote of ')~t-.J for the alteration of an addItional cellular Lcl~phullt:

13. .ru.rthermore as more full" ctescnbed 1D the afliwviL of RUlx:lt EdwMd:5. cUI3Cbed and

1l"lCDl"pOrated beremiS t..tilI bIt "A "jefendan r.s Danny Hart. indh:<..1 u<.Ul)' and domg bwme.ss a3

Actioo Cellular and A(UOD l..eUu1ac ExtellSloo are also engagea in the u~lb.J117xrl fXacu~ of

alrenng, transfemng. cmulaung or man1Dulanng the ESN of cellUlar tclcphOCl~. S~lfLl.41)y, 00

or about Fel:nlan R '995 Houston Cel.lUlar recet ved an ad 00 Adverfa.~ The ad :-.-pa.1.fit4l1 y

adveruses ~o ceUular phones. one cellular number. " tntl.ttes nOllicensed by the FCC to pn.mde

ceUulac service cannot provIde this serY1C1! set forth 10 the ad.. ert1Sement Houston cellular has not

authonz.ed any penon (X entiry [0 alter or emula~ ESNs tor ceHuJar pnoaessubsa1bed ro its

service. ~ Aftidavll of ~ke Hanafin. The Mfidavit of Robert Edwards descnbes aconv~on

Wlth Danny Hart wherem he adnuucd thal for ~2j()OO he would alter the ~N of a cellUlar pho~

to emulate a Houston Cellular sub8cn btr' i poane

4



\.

fCC REG!. L ~TI0~S

\rrerdfllen!)f P:lJt~ • ,;,F.: '~.~ )r the m:nlSSF)f' ~ Rules Relau\E: to Cellular CommumC3LoiS

.:d at SJ8 & n "'R"1 and 593 ~hlS FCC Order (the ~FiDit ::S~

(C!lTecu ems on : lffil'1 f, .,;q,~ r-ed Reg ;:4 I - -\ :op) or thlS Flat ESN Order IS 3.'lached as

E"~x.hlblI 'B' On ::XDit::l'lCer'~ i~.he F'CC rekased an ')rder enutled "ReVISIon cf Part :2 of

SSJ'; Order") was publlsbedn the Fe.derJ.l RegJster on ~ovember 17, 1994159 Fed. Reg. 59502)

The First ESN Orde( ard Second~()rder are coUecavely referred to herem as the ~S!'.;

Orders.) A COD\ of n-,e Se.-:Ol1d E,SJ',; Order I~ attached as Exlubtt "C ,.

15 In resoonse to.:ln FCC ....;OO~ of Pro~ed Rule \!Wang, released June 12, 1992, ...

FCC. R.x1. 36.58md pubtlsbed f'\ 'he hederai Regls~er July L 1992 (57 Fed. Reg. 29260),

C2+ Technology 1:0ffip<U1\ :hat altered ES'-"~ requested lhe FCC to amend me Commission's

rul~ and allov. corrparues lO market anC1!1at\~Uu:ar eqwpmenl that emulates ESN~ for the

i11~ ()f al1("\4.lng mxe 1tlan one ,ellular telephone to have the same telephone mnnber. Sec

16 Thl" \::("c spectficalh reJected the proposed amendmem of the err.ulator The

Further, VIto t'Mc1ude that me practlce of alterln~ cellular phones to
"emulate" ESNs 9'tltboor receI."'ing the permISsion of the relevant cellular
uc~n~ shaul'; n('of ~ allowed because (1) simuJtaneous use of cellular
telephones fraudulently emitting the same ESN without the ticetl~'s
pertDlssion OOl.lid r::\11~ problems in some cellular SystemS. such ac;
crrJneous traeking or bl.Uing; (2) fraudulent use of such pho~ Without me
licensee'~ permilS1Ol1 multi deprive cellular carriers or monlhly per
telephone revenues to wtuch they arc ~ntided: and (3) such altered phones
n()~ 3llthorued by the carner WI'"IlIkt therefore not fall withJn lhe licensee's

5



'_Ia..J:.::'\

So.::.l T, ;

(r'':i( -,th~

, '~e .~.

.~,
,.• J-'

"'.;\:'\ ~rrE'\es~ \\1m regard to c"(Jsrmg eqwpm:n~ ...... e o.)ndude tbat .;;..:!Jular
I.elcr:hu[1~ ""1[11 alccrca 3'i5 (~() not c<:m,{\ \'1th the celhrl~r '\"1em
C'l!T1t'at:bJ.l[V spcqfiwoc1n 'md :.h~ ma\' oot be considered auth~nzed
/Xtwpment uncer cbe vfl~Lj,,;jJ eype ~pwno;. Ac.cordingly, it consumer's
!J1(lwmg useJf such altered cq'llpmeot \lvwld 'v101ate our rules. We further
oelle\'e that '. any iOOivlUUW. <..,1 ('(''UlR<U1)' that knO'Nin~Y alters cellular
~ephooes to cause them to transrn~t ~ ESN Qther than the one ori61uWly
Installed by rhe manufac!ll1'er IS dlWUIS III dle "1olation of Qur ry1f6, ThYti.
we ad\ 15e all cellular licensees and S'Ubscnbers that the use of t)1e C:+
altered cel!ular teleph)Qe<i~ccnstiruf~!...:uld.lilJlIof the Act wd our rule"'.

in concJu.,:>!of'1 rr: il' Second ES~ OrdeL the R":C dearty staled (1) usc or alter~ Lc:lular

telephones coastirutes a 1.,,:,laUon of bJth L1e C)mmll1llcations Ac~ of 1934, all amended, dIlU [he

'First ESN Qr9cr as ccxjlfed In i:CmmtSSIO{lI-llesmd (2) any i:OInpany that k-r.owingly ..tller~

,.;e11ular telephone<; s "'aidIng t..n the vlOlanon of)\l:' [KC rules"

Vi.
REQUEST FOR It:MPQRAR\ RESTRAINING ORDER

U~ Pursuant Ie 47 l S. C § 40:11'\ and Rule 65(0) of he Federal Rules ,)1 Cld

Procedure, :-fouston Cellular seeks a remjX\raf'I.' -estram.ing order from the court a-;kmg the court

(1) to enjoUl defendanLS from altenng. transfemng. emulating or marupllating the ESNs of ceUJlaI'

telephones and !~, 'har all recurds. computer ,ilsb, and other information concernmg altered

telephones be preserved In :heir current S-'<1le ~s shown bv the :Ufidavits and evidence anached

,~ prevIous 47 CFR § 221,115 whIch became new 47 CFR § 22.933, adopted In the
Second ESN vrace

me Secccd ESN Order also reVIsed § 22.919(c). effective January 1, 1995, to roqulI'C all
manufactUre" of cellulal tdepho~ to dc.!ign their r.elephone5 such that lIoy ~t:tcmpt to remove.
tamper with, or cr.ange the ESN ctup, wtll render the mobile tran~1Tlltter moperaovc. Thus, In n~w
telephones. HO'lsfon Cellula! <:I..IId other cellular li~8 '1hould not ~ p1a~t1~ \\11th ('..('\mpan1e~
that alter ESNs in \'101alion of the :ao;l.; <\ n\ attempt tli alter the ESN WIll render the cellular
lekphor:e Inoperable

6



ret:el"tO altered telephones Houston CeLul..u .k_Ir~ L10t hav~ a .... ay to morutDr the unauthofu.eJ ll.'>4;;

'In<1Uthonzed manner

(b) [t aIly person falls or neglects to obey ar.y ONl:l uf th~ CommiSSion
other than l\.'t the paYment of mone\, whlle the same is in effecL the
C.o[)1fT'\\SSlOn or (lOy f.e.rt;.- Injured thereby, or me Unilt:d Sta~. by Its

Anomev General, may apply to the appropnatc district court c{ the United
States (or the enforcement of such crder. If, after heari.u~, chat COur1

deterrruncs that the order was regularly made and duly served, and lhar d1e
penon 1S in disobedlence ot Ule same, the court shall enforce o~elllx tlJ

such order by a wnt of tnjUOCtlCJD or other Fl"ope!' process, mandatory Of

o(.herv.'lSe, to resmun such person or me OHlcers. agents, or rcpresent.auv~

<:If ~ch person, from rurther dl~em;e of such order, or to enjoin uJX>n
if ()r them o~ence to the same

2-) . Ll South Cefllral Bell TeLephant! Company II. Lmasiana Public Service'<-_...
Commission. ~. §1d j 107 (5th Clr 1984\ acated on other grounds 100 S. Ct 2884. The Fifth.-
C [reul t, Inr.erprcnng § A(~ Itb) _srated

Gnder § 401(bJ, a party seekIng enforcement of an FCC dedaratJ.OQ may
obr~l" an injWlction upon a ftnding that (1) the declaratlOD is an FCC
'"otdc::r" within lhe meaning of the Act, (2) the order was regularly made ana
duly Sl"T'VM upon the defendant. (3) the defendant is in disobedience of the
order, and (4) the party seekIng the injunction has been injured by the
d.ef~ndant'<; !ii,..,hcdience

[d. .11 1114-1115

~ 1. An FCC dKl<U'"i'lion I~ a., .order, , If the "qency acts in accordance ~lth its

lcgisl~veiy deleg".tt.lQ@ ru1~ malrin~,nthonty" and lntends it to be bi.n~ on all applicable



· f:US ,ne :~UJIt:Ulcnl 01 "'jU': SCT"'~' :; mel I!" the Jef~nd(\nt '0 a § ..:ol\tl
pr(~cd:ng r~elved n·)tlce legaJ~ sutfiCiem to maKe the order enforce.:lble,
i~'n~e~ me -\?A [.'\J.llUillstraOvc r't-O(:('.(lure:<;\et) .... rule IS enfon'P"Anlc once
t ',S pu~Lshed U1 the Feaeral Regwer S 'S C. § .552(a)( 1), The Suofcme

COtl!1 has hell...! ~~ec)f ~uk n ttlax ::>ubhl,;4t1on CCllStltllTf':« ]<'gaJ

nooet' [, ~.1C general pub.ih~

ld, at 1119 (We5 I)mlt!.e\i fhe FCC adopted lre- ES~ Orders nUr\uanl to la\"{uj notice d.1d r-~le

maklng pr0cee6ngs under the .\PA, Jnj '.he retf"'"rnce'lJ ESN Orders were publ1shcd in r.he r-ederal

Peglster

23 HOUSI"J[. \:LuJar thrcugh the :"lJfjjav1ts J.nd E'tiilblts au.aehoo hereto ami Lnc."lfp0rated

herem, has c;ho\l,.n that the defendants M\f \ ,Ol3.ted 'orders" l)! the FCC which have been "duly

ser"ed~ ulXln thelefecl(.knts. Because Hcuston C..ellular has been .njured oy defendant:;'

dLSobedlence, It LS ef'tlrJed. to a temporaf\ iestralrJng order prohibltmg the altenng. tran~ferring,

emulaung or mamou.bong :"l( ES~s of ,,:cllll,af cekphones and enjoining defer.dants flom altenng or

Jestroymg an\' recordc; ~l"lat.lng til the atlenng, elrt:.laung. transtcmng or manipulaung of ESl'';s

\11.
l\EOUESJ FOR PRELlMINARY A~O PERMANENT INJUNCTiON

24 By Wa\ of trus ComolalnL 'iouston CeHwar aslcs the COUlL to:X:l .i Jan:. wltllln ten

(10) days of rhe '" gnmg of the temjX)f'liI1 festt'a1rung lTckr for hearing on L1l: fJl dm:wary

lntunetlOD. At:he -;arne llme. Houston CelluLar a,ks the coutt to order defendanl.S tU {Jli.:AJOCC

:::ertam recor~ rdanng to the alterwg. rransfemng, emulanng Of manipulating of cdlu1ilJ

te~ephones., the seMCtOg of clients, an<Lor responses to UlQuines about sucb altering. transfemn~.

emulating or marupwaung on cellular tekphones to the court for 10 camera lnsveeaon and

sat'ekeeptng.

25 Furthermore, after the prelirolnaIV Injunction heanng, Houston CellUlar asks for a

mal at ~ earll~r po5S1bte geUUl~ 1:1 order lO permanently eujcjn defendan~ tram ( I) altering,

transfemng. emuiaung Jr manipuJaung rhe ESN OQ cellular telephones. or 1'2) altenng ::>r

8



V I (I.
REOlEST FOR OECLARATORY REI=IEF PCRSUA..Vr TO

b' t".S.C. 2;Ql ET SEQ,

I> :.)e[endams· JJ~llll~ tl1l.Stcmng. emulaIlog or m3.n.lpulJ.ung ES~~ lS'l

I _I he use of emUlateC or tll.el~ te;ltphCJn~ l~ a. Violation or' the FCC's ~~

Orders and regulaLons

i 3) HC)\L')totl Cellular has [he nght and ~ uU!lgatioll lO determine rhe names 01

all customers \\110 na"e haa their cellular telephones ;'uU;lcJ, transCerred, cr.\ulo.tW or

emulated'r marupulaLed te!cph0nes :s a \lolation of the FCC\ ESN Qnko .md

regulatwf1S.

4\ Defendants have ro rght lO d.1Lef, traDsfer, emulate aT rnanipuldk: ail.liar

telephones ot Houston Cellular custom~r"

27 Pursuant to ~ l: S.C 22(}~ HoustOn Cellular seeks reimbursement uf Lh:

reasonable an<1 nccessarv attorneys tees mcurred by HoustOn Cellular :or bringing this declaralQI)

Judgment action

I X,
p-'RAYER

28 rIouston ('pjlular requests thiS COWl enter a temporary restrclining order, after a

hearing, prelunmar: InJuncri<"r\ and after] mal on the merits, a perman~t injunction; that It ')e


